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Example of risk taxonomy l

Level 1 Level 2 Lack of... Level 1 Level 2
- Capacity/resourcing (vacancies) . Unauthorised activity | - Unauthorised activity (not necessarily malicious breach of rules)
- Competency & internal fraud
People Engagzment . Fraud (including - Fraud (malicious intent/not only money but also data)
ot cyber crime) - Cyber crime
gnty - Social engineering (ID theft, physical or digital)
- Capacity - Other theft and fraud
- Obsolecence
. Employment - Employee relations (cfr Basle definition)
Systems lSJgéiuerl;gerfomance practices & - Safe Environment
ey workplace safety - Rights and discriminations
- Architecture
- Automation/standardisation ’ S?&ﬂg?g ;iécblzjes?rﬁz’ss ﬁiz\lc_al
- End-to-end design (vs. siloed) practices) - Mifid
Process - Outcome focused (lack of clear objectives)

- Seamlessness (vs. complication)
- Clear roles and responsibilities

External events

- Natural disasters

- Terrorism & vandalism

- Criminal intent

- Strikes & social unrest

- Changes in business environment

- Market abuse

- Intermediation

- Credit

- Data privacy

- Governance (compliance)

. Damage to physical

assets

- Damage to physical assets
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. Business disruption &

system failures

- Hardware, software and telecom failure
- Utilities outage (water & electricity)
- Buidling inaccessibility

. Execution, delivery &

process management
(including
outsourcing)

Customer & legal documentation (includes: client data, contracts, enforcability, accessibility and
archiving, completeness and quality)

Execution errors and omissions (e.g. errors in data capture, communications and execution)

Delays and missed deadlines (overdues [audit points, action plans, delays against commitments])
Model risk (model and data treatment/development, maintenance, validation, calculations verfication)
Third party disputes (includes outsourcers, third parties, brokers, vendors and suppliers)

. Change & project

Project plan/business plan (delays, overbudget and/or non delivery on quality [e.g. descoping])

business risks

management - Adaptability to change of needs (risk of not being relevant at time of delivery/lack of agility)
- Transition to BAU
- Overstretch and unvailability of resources (due to a lack of portfolio view and of prioritisation,
leading to conflict priorities)
. Strategic, - PESTLE environment changes and trends

(PESTLE = Political - Economic - Social - Technological - Legal - Ecological)
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. . . Controls:
CLERFES [ TR 075G l an activity that reduces the risk l

IMPACTS CONTROLS

Financial Direct financial loss Per type of cause Level 2 Lack of... Per type of control
Key controls - People - Management supervision Preventive
Indirect impacts - Training/cross training/knowledge transfer Directive
(to monetise Indirect financial loss - Recruitment selection/Third party due diligence Preventive
as well) - Onboarding process (includes KYC) Preventive
- Segregation of duties (fraud) Preventive
Customers Inconvenience, departure - Codes, policies and procedures Directive
- Access Management (people) Preventive
- Authorisation limits Preventive
Regulatory Attention, fines - Back-ups and alternates (people) Corrective
- Policies enforcement Corrective
Key controls - Systems - Updates/Patch management Preventive
Remediation Correction and remediation plans - Other maintenance Preventive
- Monitoring & alerts on abnormal activities Detective
- Data quality checks Detective
- Testing/UAT Detective
- Access Management (systems) Preventive
- Data encryption Preventive
- Back-ups (data) Corrective
- Benchmarking to standards (COBIT) Directive
Key controls - Process - Documentation (systems and process) Directive
- Standardisation/formatting Preventive
- Prioritisation, timelines & resource planning Preventive
- Dependencies mapping Preventive
- Governance (BAU and change) Directive
- Feedback/debriefing (lessons learned) Preventive
Key controls - External - DRP & BCP Corrective
events - Back-ups and redundancies/duplication Corrective
- Events at peers (monitoring & alerts) Preventive
- Legal & Regulatory watch Preventive
- Insurance Corrective
- Horizon scanning Preventive
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