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Risk Management Framework: 4 + 1

Risk Identification

Key risks of your objectives and strategy

\ Risk Assessment
Evaluate the risks (in likelihood and severity) to

prioritise the response

Risk Risk Risk Risk Mitigation
LEREAINS Appet]te Assessment How to prevent incidents and reduce their impact

Risk Monitoring
/ Check if everything works as intended, learn the

lessons if not, and monitor the evolution of risks

Risk
Identification

Risk

Risk Appetite

Limits on exposures, plausible incidents and
corresponding controls requirements

Mitigation




Risk Management Framework and Tools

Governance

Risk monitoring
. Incident reports
. Key risk indicators

Risk mitigation
. Controls and testing
. Actions plans, and follow-up

e Risk assessment
. Data on recurrent losses
. RSCA
. Exposures & Controls

. Scenario analysis
. ICAAP

Risk
identification

Risk
appetite
definition

Risk
monitoring Risk
Management

Framework

Risk Risk
mitigation assessment

Risk identification

. Top-down scenario
workshops

. Interviews and logs

. Horizon screening

. Bow-tie analysis

Risk appetite
definition

. RAS board approval
. Exposure and limits
. Incident tolerance




Three Maturity Criteria

Proportionate Consistent Iterative

Adapted to business priorities, Consistent across its components: Refreshed with continuous

credible and useful risk taxonomy, appetite, experience: incidents and
heatmaps, monitoring (KRIs), appetite, assessment quality,

action plans metrics relevance



Effective Risk Management: Proportionate Focus

The asymmetry of operational losses

The most frequent incidents are not the ones causing damage (Banking sector, 2016-2021)

Frequency (in %) Loss (in %)
€50k-100k
€100k-500k
€500k-1m
€1m-5m
€5m-10m

com |03 I

Chart: Ariane Chapelie « Source: Annual Banking Loss Report, ORX. April 2022 « Get the data + Created with Datawrappes
g
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Framework Consistency & Risk Appetite Expressions

Different expressions
of risk appetite

Firm:

\ Capital
Business Lines:

Risk and Reaction

Business Units:
RCSA, KRIs, Loss Data

Business Support Executives: KRIs and
Loss Data

Source: Expert Group on Risk Appetite, Financial Services Authority, 2007



Risk
Identification

How do you know it works?

Risk Monitoring

Risk Mitigation

Risk Assessment

Risk Management
Cycle: Iterative

Risk Identification

Key risks of your objectives and strategy

Risk Assessment

Evaluating likelihood and severity of potential
events

Risk Mitigation

Preventing accidents or reduce their impact

Risk Monitoring

- Check if everything works as intended
- Learn the lessons if not
- Monitor exposures and controls



Three signs of healthy risk \\

culture

1.

Socialisation of incidents across the organisation

for lessons learned

Visibility on near misses and avoided potential

impacts

Continuously thriving for improvement




Three signs of healthy
governance

1.

Clear roles and responsibilities of lines and

committees, fully documented
Effective training and supervision of each line

Done at the top: management leads by example




Which statements are true for your organisation?
AN N |

Part 2 - Mature

1. We have a good view on near misses
happening in the organisation

2. We have a taxonomy of causes - risks -
impacts and controls

3. Risk and control assessments are back
tested against incident experience

4. KRlIs are preventative, relevant and
actively used

5. Scenario analysis is used to improve

. exposure ? decision-making and mitigation
a 5. Risk management culture is valued '
throughout the organisation

Part 1 - Foundation

1. Data collection on operational incidents is
comprehensive and reliable

2. Risk appetite is articulated around
exposure limits and proactive KRls

3. Risk assessment guidance is clear, and
results are comparable across business
units

4. Risk reporting focuses on issues,

deviations to normal trends and upcoming
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Case Study: Maturity Criteria & Benchmarking

70 criteria in 7 sections MATURITY POSITION COMPARED

1. Risk Governance TO SIMILAR FIRMS
2. Risk Culture RISK GOVERNANCE My
3. Risk Identification

RISK CULTURE A
4. Risk Appetite

, RISK MONITORING & RERQRTINGIII

5.  Risk Assessment
6. Risk Mitigation RISK MITIGATION
7. Risk Monitoring & Reporting RISKS AND CONTROUSIY

RISK APPETITE A

RISK IDENTIFICATION S

-20% -10% 0% 10% 20% 30%

40%



Online product: ORM 3600

Maturity Results on 12 Principles, 31 Capabilities

» Self-assessment tool against BCBS requirement

» 305 questions derived from the Sound Management of
Operational Risk (RPSMOR, March 2021)

» 12 Principles and 31 capabilities

1.
2.
3.

10.
11.

12.

Governance and culture
ORM framework

ORM oversight

Risk appetite and Tolerance
Governance and Policies
Identification and assessment
Change Management
Monitoring and Reporting
Control Environment

ICT

BCP

Disclosure

Risk Appetite &

Fisk Appedite and Tolerance - Conte

Résk Apgetite and Toberance - Desig)

Fiak Appedite and Tolerance - Reviey

Monitoring & Reporting

Operational Risk Reporting
Cantent of Risk Repartng

Maniroring and Cammanicatng Rish

Disclosure

Govemance & Culture ORM Framework ORM Oversight

ORM Palicy ORM Compétence ORMF Effectivenedd

Code of Conduct ORMF Documentation Internal Cortrols

Roles and Responsibilites OFMF integration

Trainings

[ .

Govemance & Policies Identification & Change Management
""" T Assessment

Organisational SIUCIUrE AMAREPOr  =n-mnomommm s commmmemooaamemmman Change Management Policy and Pro
BN [ ) ecoeamnencsesmer NI )
Owersight Responsibllites _ I Change Review and Approval

[ T e T s
Operational Risk Governance Struct Change Management Oversight Cor
Control Environment ICT BCP

Interral Control Process Information and Communication Te Business Continuity Planning
Technology Fisk in Control Environn Information and Communication Te Business Continuity Testing and Rey
S s [ I )
Third Party Risk Policies

Operational Risk Disclosure Policy
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