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2. Structure and “Appetite KRIs”: Risk Appetite Monitoring
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Risk Appetite: the Framework’s Cornerstone

Risk Identification

Key risks of your objectives and strategy

Risk Assessment

Evaluate the risks (in likelihood and severity) to 
prioritise the response

Risk Mitigation

How to prevent incidents and reduce their impact

Risk Monitoring

Check if everything works as intended, learn the 
lessons if not, and monitor the evolution of risks

Risk Appetite

Limits on exposures, plausible incidents and 
corresponding controls requirements

Risk 
Identification

Risk 
Assessment 

Risk 
Mitigation

Risk 
Monitoring

Risk 

Appetite
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The board of directors should approve and periodically review a risk appetite and tolerance for 

operational risk that articulates the nature, types and levels of operational risk the bank is willing 

to assume. 

The risk appetite and tolerance statement for operational risk should be developed under the 

authority of the board of directors and linked to the bank’s short- and long-term strategic and 

financial plans. 

Risk Appetite and Tolerance (RPSMOR, Principle 4, March 2021)

Source: BIS, Revisions of the Principles for the Sound Management of Operational Risk (RPSMOR), March 2021: https://www.bis.org/bcbs/publ/d515.htm 
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Features of Actionable Risk Appetite 

Relates to a risk / 
return trade-off 

Benefits of taking risks

Possible downside of 
risks taken

Cost of mitigation 

• through reduction of 
exposure

• through preventive 
and corrective 
controls 

Beyond tolerance 
for losses 

Risk appetite is more 
than "what we don't 
tolerate"

Tolerance refers to a 
reaction ex-post, such 
as sanctions or action 
plans

Monitored by 
“Appetite KRIs”, 

relating to:

Exposure limits

Control effectiveness

 Incidents and near 
misses 
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Risk Appetite and KRIs Structure

Risk Appetite

Exposure limits Key controls
Tolerated 
incidents

Aligned to business plans 
and priorities 

Appetite KRIs
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Examples of Risk Appetite Metrics

Risk Appetite Limits Controls Appetite KRIs

Info Sec Minimal (ALARP)
Location of data; volume 

per server; transaction 
monitoring

Encryption rules; data 

transfer rules; 
applications mgt

 Breaches in 

exposure limits 

 Results of control 

testing

 Missing controls, 
missing information

 Near misses and 
incidents

 Whistleblowing and 

other alerts

Internal fraud
“No tolerance” 

(= sanctions if caught)

Delegation of authorities; 

concentration of power

Segregation of duties; 

detection of outliers

Continuity 
Adapted to the nature 

and criticality of the 
service

Single dependencies 

(SPOFs); critical suppliers; 
outsourcing exposure; key 

person exposure

Redundancies; spare 

capacities; cross training; 
back-ups

Investment / 

Projects

Balance between 

expected benefits and 
threats

Investments value, 

concentration on countries 
/ products / third parties, 

key people dependencies..

Quality monitoring, tight 

management, feedback 
on process, plan B
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Risk Appetite Levels – Case Study: International Organisation
The level and type of risks we are willing to take to accomplish our mission.

Levels Definition

Averse Avoid risk or accept as little risk as possible: Preventing risks from occurring and minimising their negative outcomes is 
the priority. 
Risk levels should be as low as reasonably possible (ALARP) with strong focus on effective mitigations. 

Cautious Accept limited risk: Preventing risks occurring and minimising their negative outcomes is the priority, although weight 
is still given to achieving positive outcomes. Risk levels should be low with strong focus on effective mitigations. 

Take a balanced approach between risk and reward: Preventing risks is given equal weight to achieving positive 
outcomes. Risk levels can be medium with a focus on mitigations as well as actions to seize opportunities.

Actively 
seeking

Active, disciplined risk-taking is encouraged when potential rewards are high. The priority is seizing opportunities and 
achieving positive outcomes, though we remain vigilant to reduce uncertainty and minimise negative outcomes 
effectively. 

Cautious

Averse

Hungry

Moderate
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Case study – Statements & Metrics (European retail bank)

Risk Appetite & Tolerance Conduct Monitoring Metrics
“The bank has minimal tolerance for breaches of 

conduct in its sales process. Complacency with regards 

to ethics or customer detriment will be immediately 

and severely sanctioned. Controls and reward structures 

are designed in such a way that a systematic breach in 

the sales process, impacting large numbers of 

customers, is extremely unlikely. However, the bank 

accepts that, in isolated cases, unintentional mis-selling 

incidents occur. They need to be quickly addressed, and 

the customer compensated.

Isolated conduct breaches are inevitable in a large retail 

network employing thousands of agents. The bank accepts the 

risk so long as it does not involve more than 0.2% of the sales 

force and that the errors are corrected swiftly. 

Failing agents will be dismissed if the breach was intentional 

and will receive remedial training and special monitoring if 

the breach was unintentional. Affected customers must be 

fully compensated as soon as the case is identified. Customer 

complaints must be answered within 24 hours and fully 

resolved within five working days. 

KRI Target 

% of sales force involved in conduct breaches ≤0.2%

% of customer complaints answered within 24 hours 95%

% of customer complaints resolved within 5 working days 98%
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Expressing Risk Appetite: heatmap (“Appetite Matrix”)

Zone 1: Mundane risks and expected events

Zone 2: Larger risks, controlled within appetite

Zone 3: Danger zone, above appetite

Zone 4: Tail risks, deserving continuous vigilance

Impact
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Risks in adverse circumstances:

elicited through RCSAs

Tail-end scenarios

Cost 
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Bottom-up
Starts with the observation of:

 Practices in the field

 Policies

 Controls implemented 

 Limits to practice and incidents

Then infer how these practices 

express in terms of risk appetite 

and acceptance of potential 

incidents

Most applicable for mature control 

environments

Useful to confront aims and reality 

Top-Down

Priorities set at Board level

Statements to be followed by 

consistent internal measures

Translated into corresponding:

 Exposure limits

 Controls & Policies 

 Monitoring of risks 

 Monitoring of losses

Most applicable for “green field” 

departments and new risk types

Risk Appetite in practice: bottom-up

ORA

Limits

Controls

KRIs & Events
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