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1. CRIC Taxonomy: Principles and Benefits

2. Market Practice & Examples of Causes - Risks – Impacts and 
Controls categories

3. Taxonomy and Risk Appetite: Applications

Content
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“CRIC” Taxonomy and Architecture 

Causes Risks Impacts

Controls

Features: Relevant to the organisation’s risk profile 
and exposures (activities & environment)

MECE: mutually exclusive, collectively 
exhaustive

More concise than the risk register 
(details in L3)

Actionable through causes and controls 

Iterative and adjustable from RCSA findings



© BDO
44

 Risks refer to potential adverse events, not cause, impacts or control failure

 Impacts are defined in the impact taxonomy, and they feed the risks scales

 Taxonomies of causes and controls: from the basis of leading KRIs (with KRI thresholds linked to risk 

appetite)

Key benefits and uses of a risk taxonomy: 

 Organised and justified risk assessment

 Categorised incidents recording and analysis:

• Concentrations per causes / per control failures 

• Typical impacts

• Patterns of weaknesses (and patterns of strengths)

Risk Taxonomy: Principles and Benefits
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Regulatory Operational Risk Taxonomy for the Financial Sector

Risk category level 1 Risk category level 2

Internal fraud
Unauthorised activity
Theft and fraud

External fraud
Theft and fraud
Systems abuse

Employment practices and workplace safety
Employee relations 
Health and safety 
Diversity and discrimination 

Clients, products, and business practices

Conduct 
Advisory activities and mis-selling
Product flaws
Improper business or market practices
Customer or client selection and exposure

Damage to physical assets

Systems failures 

Execution, delivery, and process management
Documentation, transaction, a/c management, 

reporting, distributor, supplier
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Revised ORX Taxonomy for banks (2019 – orx.org)
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Impact Taxonomy: aligned with the heatmap

Rating Financial Service Delivery
Customer & 

Reputation
Regulatory

Extreme
> 25% of yearly
budget

Critical service 
disruption with major 
impacts to internal and 

external stakeholders

Significant, possibly 
long-lasting damage to 
the firm’s reputation 

and trust towards many 
stakeholders

Significant compliance breach leading
to large fines and regulatory scrutiny

Major > 5-25% of budget

Significant interruption 
of service leading to 
crisis management mode

internally and customer
detriment externally

Large number of 
customers or 
stakeholders impacted, 

to be actively addressed 
during incident and 

through post-incident 
management

Compliance breach with or without 
fines, leading to lasting remediation 
programs with reputation damage vis-

à-vis the regulator

Moderate > 0.5-5% of budget

Noticeable interruption 
of service but with no 
significant consequence

for stakeholders besides
inconvenience

Small reputational 
impact among limited 
number of customers 

and stakeholders, short-
lived and addressed 

during incident 
management

Some breach or delays in regulatory
compliance necessitating immediate
remediation but with no lasting 

impact

Low

< 0.5% of yearly
budget (profit or cost, 
depending

on type of centre)

No interruption of 
service noticeable to 
external party

No impact outside of 
internal parties

Minor administrative compliance 
breach
not impacting the firm’s reputation

vis-à-vis the regulator

Source: Chapelle, A. Operational Risk Management, Wiley, 2018.



© BDO
88

Example of Causes taxonomy: Level 1 & 2 - PPSE

People Process Systems
External Events 

(PESTLE)

Resources Streamlined / Cumbersome Integration
Political changes 

(elections, conflicts)

Competence Up-to-date / outdated Capacity
Economics (inflation, 

recession)

Engagement Formalised Performance
Social preference / 

Activism / Media

Dependency Documented Maintenance
Technological advances / 

Cyber threats

Ethics Integrated / Siloed Obsolescence
Legal and Regulatory 

demands

Environmental changes / 

Weather events 
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Control Taxonomy: Concise Example

Preventive controls

• Segregation of duties

• Access controls (digital or physical)
• Levels of authorisation

Detective controls

• Exception reports

• File reconciliations

• Smoke detector
• Intrusion detection systems

Source: Chapelle, Wiley 2018, Chap. 10

Directive controls

• Procedures and guidance manuals

• Induction training

• Team supervision

Corrective controls

• Complaints handling process

• Communications and compensations to 

affected parties
• Back-ups and systems redundancies



© BDO
1010

Case Study: Controls Linked to Cause Types (Belgian bank)

Level 1 Level 2 Lack of… Type

Key controls — People Management supervision Preventive

Training/Cross training/Knowledge transfer Directive

Recruitment selection/Third party due diligence Preventive

Onboarding process (includes KYC) Preventive

Segregation of duties (fraud) Preventive

Codes, policies, and procedures Directive

Policies enforcement Corrective

Key controls — Systems Updates/Patch management Preventive

Maintenance Preventive

Monitoring & alerts Detective

Data quality checks Detective

Testing Detective

Access management Preventive

Benchmarking to standards Directive

Key controls — Process Documentation (systems and process) Directive

Standardisation/Formatting Preventive

Prioritisation, timelines, and resource planning Preventive

Dependencies mapping Preventive

Governance (BAU and change) Directive

Feedback/Debriefing (lessons learnt) Preventive

Key controls — External events DRP & BCP Corrective

Events at peers (monitoring & alerts) Preventive 

Legal and regulatory watch Preventive

Insurance Corrective

Horizon scanning Preventive

Source: Chapelle advisory project
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Actionable Risk Management: on Causes and Controls 

Causes Risks Impacts

Prevention & 
mitigation

What we 
want to 

avoid

What we can 
do

What we face 
or can have 

influence on

What might lead to 
negative (or 

positive) impacts
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Risk Taxonomy and Risk Appetite Monitoring

Risk Level 1 

Appetite Statement 
per risk type (linked 
to a risk owner) 

Risk Level 2 

1.1 KRI / KPI

1.2. KRI / KPI

1.3. ...

Etc.
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Application to People Risk: Taxonomy & KRIs

Level 1 Level 2 KPIs/ Risk Taxonomy KRIs (examples)

People Risk Resources • Time to recruit

• % vacancies per team

Competence • HR performance metrics

• Timeliness in execution (delays and overdues) 

• Errors, slips and near misses

Engagement • Engagement scores 

• Unwanted attrition

• Absenteeism

Conduct • # of disciplinary actions against staff

• # stakeholder complaints on conduct

Dependency • # missing succession planning for key functions

• # undocumented complex processes 
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