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Identifying and selecting 
leading Key Risks Indicators

Ariane Chapelle

Video 9
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1. Steps to define leading KRIs

2. KRI categories and applications

3. Reporting and Governance

Content
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Leading KRIs = metrics of risk drivers

Causes Risks Events Impacts
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KRIs of errors: volumes, 

experience and vigilance
 Time on the job (familiarity), handover, 

training, guidance and feedback on errors 

 Spikes (and drops) in volumes of activity

 Overtime (cumulative over a period)

KRIs of fraud: abnormal 

patterns

 Rogue trading: abnormal trading patterns

 Credit card: abnormal spending patterns

 AML: abnormal account activity 

Common KRIs in Operational Risk
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KRI framework

Six steps for preventive KRIs

1. Identify key risks to the organisation

2. Understand causes and root causes of these key risks

3. Recycle amber KPIs and KCIs into KRIs

4. Define missing metrics of key risks drivers

5. Design data capture, frequency, reporting governance and thresholds

6. Validate the preventative nature of your KRIs 

Ariane Chapelle; “Six steps for Preventive KRIs”

Operational Risk & Regulation, 2014 (risk.net) 
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 Key Risk Indicators: announcing troubles ahead

• Preventive KRIs: addressing risks (leading), not events (lagging)

 Key Performance Indicators: shaping behaviours

 Key Control Indicators: measuring the effectiveness of a control

 Indicators depend on context

• Failed KPIs can constitute KRIs

− Ex.: IT response time

• Failed key controls are ready-made KRIs

− Ex.: failed penetration test

• Failed KPIs in a control function are altogether KPI, KCIs, KRIs

− Example: pending confirmations in back-office of trading activities

Recycling KPI & KCIs 
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Categories of KRIs

Exposure Stretch Failure Causal

Chapelle, risk.net, 2013

Changes from external 

factors and changes to 
exposure levels

Overload of human and 

machines 

Failing performance and 

controls: 
KPIs and KCIs become KRIs 
when turning amber

Metrics of risk 

drivers, both of 
impacts and 
likelihood
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Application: some KRIs in Information Security

Source: Chapelle, Operational Risk 

Management: Wiley & Sons, 2018. 
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The minimum meaningful 

 One KRI per event driver:

• 1 KRI per significant impact driver

• 1 KRI per significant likelihood driver

All KRIs independent from one another

 As much as possible

 Reduces redundancy in reporting

 Avoid information overload

 Reduces costs of collection

How many KRIs? 
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 Information lies on the peaks and drops, neither on an average, nor a linear trend

 Typical settings for KRI alerts

 Peaks can be positive outliers : to capture and analyse too ! (that’s positive risk management)

Information lies in deviations: peaks and drops 
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 Thresholds

• Green: do nothing

• Amber: monitor 

• Red: act

 Acting on KRIs

• Have a governance & a mitigation plan

• Indicator owner, accountable for results

• Documentation & auditable record

Indicators are specific, but governance should be 

general.

Indicators - Governance
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