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DOING BUSINESS POST SCHREMS II 
GDPR compliance for the international transfer 
of personal data outside the EER

WHY IS THE SCHREMS II DECISION IMPORTANT? 

In this global economy, most, if not all companies transfer data to 
additional countries aside from the country in which they are established 
or operate, whether this be to other group companies, clients, partners, 
contractors, or suppliers. In this context, especially the exchange of data 
between the US and the EU/Switzerland is very frequent.

The data transferred often includes personal data, whose processing is 
strongly regulated in many countries, especially in the EU and Switzerland.  

Recently, the European Court of Justice has examined the matter 
of personal data transfers to the US more closely, leading to the 
so-called Schrems II judgement.  

WHAT DID THE SCHREMS II JUDGMENT SAY?

The European Court of Justice considered that the requirements of US 
law regarding potential access by US public authorities to personal 
data transferred from the EU to the US for national security 
purposes, is not in line with EU law data protection standards.

Consequently, the fundamental rights of persons whose data are 
transferred to the U.S. are infringed and the European Court of Justice 
therefore declared the so-called EU-US Privacy Shield adequacy 
Decision invalid. This decision came immediately into effect.

WHAT HAS THE IMPACT OF SCHREMS II BEEN 
BEYOND THE BORDERS OF THE EU?

The Schrems II judgement makes clear that existing Standard 
Contractual Clauses (SCC), which were up to now a very 
common and simple way to ensure data protection compliance 
with transfers outside the EER, do not fulfil today’s legal 
requirements. These SCC were enacted under the previous Data 
Protection Directive and do not comply with the more stringent 
requirements of the GDPR. 

Similar to the EU, in a policy paper on the transfer of personal 
data to the USA, published on 8th  September 2020, the 
Swiss Federal Data Protection and Information Commissioner 
concluded that the Privacy Shield alone does not grant the 
protection required by Swiss law. Remedy any gaps to the 

extent possible and be 
proactive

Generally speaking, 
implementing a data transfer 
agreement as an additional 

measure may eliminate 
certain shortcomings. 

Depending on the country 
in question and the specific 

situation, further contractual, 
organisational and technical 
measures, such as encryption 

with your own key (BYOK), 
may eliminate remaining gaps.

Monitor developments in 
this area and reassess your 
situation regularly – if the 

importer can no longer 
comply with commitments 

made and/or measures taken, 
you may need to promptly 

suspend the transfer.

Accountability

Even if sufficient steps are 
taken to ensure compliance 
with legal requirements, you 
must be able to prove this to 
the competent supervisory 

authority. This includes among 
others, documenting the 

assessment of the recipient 
country’s legal system as 

well as the effectiveness of 
any supplementary measures 

taken. Accountability is a 
continuing obligation as you 
will be held accountable for 

the decisions you take.

Assess the measures 
currently applied where 

data is transferred 
outside the EER to 

countries without an 
adequate data protection 

regime

 Typically, if your measures are 
solely based on the Privacy 

Shield or on SCC, they alone 
will no longer be sufficient. 

You need to assess the current 
state of privacy safeguards.

Current measures must be 
weighed up against the new 

criteria of the Schrems II 
decision. To appropriately 

assess potential safeguards, 
you also need to determine 
how the recipient country’s 

local legal framework applies 
to your intended transfers. 

Assess whether your 
organisation is in an 

incompliant situation

 Typically, if you exchange 
personal data outside the EER, 
it is likely that measures you 
are currently taking are no 

longer satisfactory. 

Mapping of data transfer(s) is 
essential.

BDO Legal recommends taking the following steps:

WHAT ACTION SHOULD BE TAKEN BY EXPORTERS OF PERSONAL DATA FROM THE EU AND 
SWITZERLAND TO COUNTRIES WHERE AN INADEQUATE LEVEL OF DATA PROTECTION EXISTS?

DESPITE SOME CLAIMS TO THE CONTRARY, THERE IS CURRENTLY NO SIMPLE SOLUTION. 

Updated SCC may be adopted in early 2021 but will most likely not suffice without supplementary measures, BCR or Codes 
of Conduct are not options for a quick fix, and obtaining the explicit consent of all data subjects is often too burdensome, if 
realistic at all.

HOWEVER, THE FACT THAT NO EASY SOLUTION EXISTS IS NOT AN EXCUSE TO DO NOTHING!

Companies must take action to avoid finding themselves in a situation of incompliance, with the associated risks involved.
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WHO CAN YOU CONTACT?

+32 478 95 34 05
laurence.troussart@bdo.be

LAURENCE TROUSSART
BDO Legal - Belgium

+39 335 6216651
pierluigi.valentino@bdo.it 

PIERLUIGI VALENTINO
BDO Legal - Italy

+41 76 436 44 47
klaus.krohmann@bdo.ch

KLAUS KROHMANN
BDO Legal - Switzerland

+35 121 799 0420
camilla.riso@bdo.pt

CAMILLA RISO
BDO Legal - Portugal

+31 610 91 90 24
menno.weij@bdo.nl

MENNO WEIJ
BDO Legal - Netherlands

+47 901 77 117
henrik.dagestad@bdo.no

HENRIK DAGESTAD
BDO Legal - Norway

+995 593 919 131
atchaia@bdo.ge

ANA TCHAIA
BDO Legal - Georgia

+7 495 797 5665 ext. 4286
i.novikov@bdo.ru

IVAN NOVIKOV
BDO Legal - Russia

+49 221 97 35 72 71
mario.lindner@bdolegal.de

MARIO LINDNER
BDO Legal - Germany

+37 12 633 0750
rolands.zigurs@bdolaw.lv

ROLANDS ŽĪGURS
BDO Legal - Latvia

+42 60 438 0900
stepan.klecek@bdolegal.cz

ŠTĚPÁN KLÉČEK
BDO Legal - Czech Republic

+40 75 563 3856
raluca.andrei@tudor-andrei.ro

RALUCA ANDREI
BDO Legal - Romania

+34 93 209 88 02
david.molina@bdo.es

DAVID MOLINA
BDO Legal - Spain

+48 12 423 2323
milosz.mokrzycki@bdolegal.pl

MIŁOSZ MOKRZYCKI
BDO Legal - Poland

+36 30 688 05 84
emese.simon@bdolegal.hu

EMESE SIMON
BDO Legal - Hungary

+421 919 397 952
priesol@bdoslovakia.com

MAREK PRIESOL
BDO Legal - Slovak Republic

HOW CAN BDO LEGAL HELP?

RAISING AWARENESS 

Webinars about the Schrems II judgment for 
your staff.

MAPPING YOUR DATA TRANSFERS

Identification of your clients located in the 
EU and Switzerland and analysis of whether 
you import their data to countries with an 
inadequate level of protection.

MONITORING DATA PROTECTION 
AUTHORITIES’ ACTIVITIES                            
TO AVOID FINES

Analysis of statements and actions of the 
data protection authorities in jurisdictions 
relevant to you.

ANALYSIS OF ALTERNATIVE                 
TECHNICAL SOLUTIONS

Research into possibilities to avoid data 
transfers from the EU and Switzerland to the 
US or other countries without an adequate 
data protection regime.

ANALYSIS OF ALTERNATIVE                   
LEGAL SOLUTIONS

Consideration of general principles for 
transfers of personal data (Art. 44 et seq. 
GDPR) and development of alternative legal 
solutions for data transfers to countries with 
an inadequate level of protection.  We can 
also discuss such solutions with local data 
protection authorities on your behalf.

ASSESSMENT OF THE RECIPIENT 
COUNTRY’S LEGAL SYSTEM

With our international network we can 
provide you with the support you need to 
assess the legal requirements of potential 
target countries around the world. 

IMPLEMENTATION OF GDPR 
COMPLIANCE MEASURES

Audits and training on GDPR requirements.

REVIEW OF YOUR                                      
LEGAL TEXTS

Review and drafting of legal texts (data 
protection information, data protection 
agreements) and negotiation of agreements. 

COMMUNICATION WITH  THE 
IMPORTER ON YOUR BEHALF

Evaluating the importer’s technical and 
organisational measures, negotiating 
additional measures and collaborating on the 
implementation of a process that complies 
with data protection requirements.
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FOR MORE INFORMATION:

CAROLINE MACDONALD
COORDINATOR – LEGAL SERVICES 

T: +34 686 339 922
caroline.macdonald@bdo.global

This publication has been carefully prepared, but it has been written in general terms and 
should be seen as broad guidance only. The publication cannot be relied upon to cover specific 
situations and you should not act, or refrain from acting, upon the information contained herein 
without obtaining specific professional advice. Please contact the appropriate BDO Member 
Firm to discuss these matters in the context of your particular circumstances. Neither the BDO 
network, nor the BDO Member Firms or their partners, employees or agents accept or assume 
any liability or duty of care for any loss arising from any action taken or not taken by anyone in 
reliance on the information in this publication or for any decision based on it.

The provision of professional services under the BDO brand is the sole preserve of each of the BDO 
Member Firms in their own country. For legal, regulatory or strategic reasons, not all BDO Member 
Firms provide legal services. Neither BDO LLP (UK) nor BDO USA LLP (USA) provide legal advice.  
Where BDO does not provide legal services, we work closely with “best friend” external law firms.

BDO is an international network of professional services firms, the BDO Member Firms, which 
operate under the name of BDO. Each BDO Member Firm is a member of BDO International 
Limited, a UK company limited by guarantee that is the governing entity of the international BDO 
network. Service provision within the BDO network is coordinated by Brussels Worldwide Services 
BVBA, a limited liability company incorporated in Belgium with its statutory seat in Zaventem.

Each of BDO International Limited, Brussels Worldwide Services BVBA and the member firms of 
the BDO network is a separate legal entity and has no liability for another such entity’s acts or 
omissions. Nothing in the arrangements or rules of the BDO network shall constitute or imply 
an agency relationship or a partnership between BDO International Limited, Brussels Worldwide 
Services BVBA and/or the member firms of the BDO network.

BDO is the brand name for the BDO network and for each of the BDO Member Firms.
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